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1. Executive Summary
The 2019 HIMSS Cybersecurity Survey provides insight into the information security experiences and
practices of US healthcare organizations in light of increasing cyber-attacks and compromises. Reflecting the
feedback from 166 US based health information security professionals, the findings of this study distill as
follows:
 A pattern of cybersecurity threats and experiences is discernable across US healthcare organizations
o Significant security incidents are a near universal experience in US healthcare organizations
with many of the incidents initiated by bad actors, leveraging e-mail as a means to
compromise the integrity of their targets.
 Many positive advances are occurring in healthcare cybersecurity practices
o Healthcare organizations appear to be allocating more of their information technology
(“IT”) budgets to cybersecurity.
 Complacency with cybersecurity practices can put cybersecurity programs at risk
o There are certain responses that are not necessarily “bad” cybersecurity practices, but may be
an “early warning signal” about potential complacency seeping into the organization’s
information security practices.
 Notable cybersecurity gaps exist in key areas of the healthcare ecosystem
o The lack of phishing tests in certain organizations and the pervasiveness of legacy systems
raise grave concerns regarding the vulnerability of the healthcare ecosystem.
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2. Methodology and Demographics
This study offers a robust insight into the cybersecurity experiences and
practices of security leaders in US healthcare organizations.
Findings from the 2019 HIMSS Cybersecurity Survey reflect the responses of 166 qualified1 information
security leaders from an array of healthcare organizations, participating in a web survey commissioned by
HIMSS, November through December 2018. As respondents with no information security responsibilities
were excluded from the study, the findings in this report skew towards those with some degree of concern
about cybersecurity issues in their respective organizations. Readers are encouraged to exercise caution in
extrapolating the findings to broader audiences outside those represented in this report.
Organization Profile:
When presented with an array of work environments, the majority of respondents (N=107; 65%) reported
working at healthcare provider organizations, with a full two-thirds of this group (N=71) working in a
hospital environment (Table 1).
Table 1: Organization Type
Organization Type
Provider Organization
Hospital
Non-acute
Vendor
Other
All Respondents

N
107
71
36
34
25
166

%
65%
43%
22%
20%
15%
100%

Leadership Profile:
After noting their current employer’s type of organization, respondents then indicated their managerial
responsibilities within their current work setting. As detailed in Table 2, the vast majority of all
respondents (83%) reported have some level of managerial responsibilities.
Table 2: Roles
Roles
Management
Executive Management
Non-Executive Management
Non-Management

Hospital
75%
31%
44%
25%

Non-Acute
92%
53%
39%
8%

Vendor
91%
68%
24%
9%

Other
80%
36%
44%
20%

TOTAL
83%
44%
39%
17%

To participate in the survey, respondents had to have some degree of oversight or day-to-day-operations of the
cybersecurity program at their organization. Of the 202 individuals responding to the survey invite, 36 individuals
indicated they had “no responsibility at all.” These 36 individuals were therefore excluded from this survey.
1
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3. Findings
Observation 1: A pattern of cybersecurity threats and
experiences is discernable across US healthcare
organizations.
Significant security incidents2 continue to plague US healthcare organizations of all types and sizes. While
respondents in the present study report a myriad of cybersecurity threats and experiences, there is a pattern
that is discernable; significant security incidents are a near universal experience in US healthcare organizations with many of
the incidents initiated by bad actors, leveraging e-mail as a means to compromise the integrity of their targets.
Healthcare organizations continue to deal with challenges on the inside of their organizations as well.
Securing healthcare data and managing a cybersecurity program are both complex feats. Healthcare data is
widely used internally and must be exchanged with a wide variety of entities in order to facilitate the
coordination and delivery of care—something that is complex in and of itself, but securing this data, too,
adds on an additional layer of complexity. It is therefore incumbent on healthcare leaders to ensure internal
personnel have the training and resources needed to ensure robust internal information security practices are
in fact practiced.

1.1 Healthcare organizations continue to experience significant security incidents
When asked a question relating to significant security incidents their organization experienced during the past
twelve months, 22% of respondents reported they did not experience a significant security incident (Table 3).
These findings are in line with the 2018 HIMSS Cybersecurity Survey where 21% of respondents reported
that their organization had not experience a significant security incident during the previous 12 months.
While the types of significant security incidents appeared to vary by organization type, this variation may be
due to differences in levels of awareness about security incidents that may be affecting their respective
organizations.
DISCUSSION:
That the majority of respondents acknowledged that their organizations experienced a significant security
incident aligns with the historical pattern of healthcare organizations being targeted by bad actors, including
cyber adversaries and others.3 Hospital breaches, especially, have made the headlines. This does not diminish
the fact that non-acute and vendor organizations should be less concerned about security challenges than
their hospital peers.

Respondents were asked a series of questions relating to “significant security incidents” without any definitional
direction of this phrase. Every organization has its own definition of what constitutes a “security incident” and a
“significant security incident.” Such incidents may range from sophisticated, advanced persistent threat (“APT”) attacks
to negligent insider activity.
3
See, e.g., https://www.forbes.com/sites/danmunro/2014/08/18/cyber-attack-nets-4-5-million-records-from-largehospital-system/#1ca34e717f07. However, healthcare is not the only industry targeted (See, e.g.,
https://outpost24.com/blog/top-10-of-the-world-biggest-cyberattacks).
2
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With approximately two-thirds of non-acute and vendor organizations reportedly experiencing a security
incident in the past 12 months, security challenges are very real concerns for leaders in these types of settings
too. Indeed, according to the Office for Civil Rights at the US Department of Health and Human Services,
approximately fifteen percent of healthcare providers that reported a breach due to a hacking/IT incident in
the past 24 months were from hospital systems.4 The remainder were other types of healthcare organizations,
such as physician practices, ambulatory surgical centers, mental health facilities, rehabilitation facilities, and
others. However, not all security incidents necessarily rise to the level of a breach and not all breaches are
reported.
Table 3: Significant Security Incidents in the Past 12 Months
Recent Significant Security
Incident
Yes
No
Don’t Know

Hospital

2019
Non-Acute Vendor

82%
14%
4%

64%
33%
3%

68%
30%
3%

2018
Other
76%
20%
4%

Total
74%
22%
4%

Total
76%
21%
3%

1.2 Bad actors continue to play a dominant role in significant security incidents
Respondents were presented with an extensive listing of “threat actors” frequently associated with significant
security incidents and asked to characterize the sources responsible for their organizations’ significant security
incidents over the past 12 months. Almost half (48%) of all respondents cited two primary threat actors;
Online scam artists (28%) and Negligent insiders (20%). Similar to 2018 findings, Online scam artists continue to be
the most frequently cited threat actor (28% in 2019; 30% in 2018). The majority of threat actors involved in
security incidents can be characterized as bad actors (e.g., cybercriminals and others with malicious intent)
(56%) (Table 4).
DISCUSSION:
The majority of threat actors responsible for a significant security incident were reported to be bad actors
(e.g., cybercriminals and others). However, approximately one-third of incidents were reported to be
associated with negligent insiders and others, actors reflecting benign motivations. As such, there is a
significant need to educate key stakeholders on information security best practices and ensure adoption of the
same. In other words, the significant security incidents were not caused intentionally by this latter group but
rather were due to lapses in security practices and/or protocol.

4

See https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf (last accessed January 30, 2019).
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