[image: ] 405(d) National Cybersecurity Awareness Month Package Emails


	Week One



Happy National Cybersecurity Awareness Month! 
October is National Cybersecurity Awareness Month.  To celebrate, we will send out an email each week in October detailing a major cybersecurity threat that is plaguing the healthcare industry and tips on how to safeguard against it.  The information provided in the weekly emails is derived from the Health Industry Cybersecurity Practices:  Mitigating Threats and Protecting Patients (HICP)  publication which helps the healthcare industry prepare and stay aware of the five major cybersecurity threats.  
This Week’s Threat:  Email Phishing Attack
Email phishing is an attempt to use email to trick you, your colleague, or someone else in the workplace into giving out information.  An inbound phishing email includes an active link or file, often a picture or graphic.  Imagine you get an email that appears to come from a legitimate source, such as a friend, coworker, manager, company, or even the sender’s own email address.  Clicking the link or opening the file could take you to a website that may solicit sensitive information or proactively infect your computer. 
To find out more about email phishing attacks and practices your organization can use to mitigate this threat, check out the Health Industry Cybersecurity Practices:  Mitigating Threats and Protecting Patients (HICP) publication!
Check out the poster below for tips on how recognize phishing emails.
*The attached poster can be printed up to 11”x17”.  Print this poster and post it in your organization’s common areas to increase awareness of the five main cybersecurity threats!
Insert Poster (JPEG) File

	Week Two



Welcome to Week Two of National Cybersecurity Awareness Month! 
This Week’s Threat:  Ransomware
Ransomware is a type of malware (malicious software) distinct from other malware.  Its defining characteristic is that it attempts to deny access to a user’s data, usually by encrypting the data with a key known only to the hacker who deployed the malware, until a ransom is paid.  Imagine you get an email asking to verify your login credentials.  Not noticing this is a ransomware attack, you provide the information and a hacker gets control of your organization’s data and computer systems.  Ransomware can completely shut down your hospital or practice and prevent your patients from getting the care they need.  Protecting your organization from ransomware is paramount to your patients’ safety and your bottom line.  
To find out more about ransomware attacks and practices your organization can use to mitigate this threat, check out the Health Industry Cybersecurity Practices:  Mitigating Threats and Protecting Patients (HICP) publication!
Check out the poster below for tips on how to safeguard your organization from a ransomware attack.
*The attached poster can be printed up to 11”x17”.  Print this poster and post it in your organization’s common areas to increase awareness of the five main cybersecurity threats!
Insert Poster (JPEG) File
 
	Week Three



Welcome to Week Three of National Cybersecurity Awareness Month! 
This Week’s Threat:  Loss or Theft of Equipment or Data
Do you protect your equipment and data?  Theft of equipment and data is an ever-present threat for all organizations.  From January 1, 2018, to August 31, 2018, the U.S. Department of Health and Human Services Office for Civil Rights received reports of 192 theft cases affecting 2,041,668 individuals.  Although the monetary value of the device represents a loss, far greater are the consequences of losing a device that contains sensitive data.  In cases where the lost device was not appropriately safeguarded, encrypted, or password protected, the loss may result in unauthorized or illegal access, dissemination, and use of sensitive data.  Loss or theft of data can put your patients at risk of receiving improper care and even identity theft.     
To find out more about loss or theft of equipment or data and practices your organization can use to mitigate this threat, check out the Health Industry Cybersecurity Practices: Mitigating Threats and Protecting Patients (HICP) publication!
Check out the below poster for tips on how to protect against loss or theft of equipment or data!  
*The attached poster can be printed up to 11”x17”.  Print this poster and post it in your organization’s common areas to increase awareness of the five main cybersecurity threats!
Insert Poster (JPEG) File

	Week Four



Welcome to Week Four of National Cybersecurity Awareness Month!
This Week’s Threat:  Insider, Accidental, or Intentional Data Loss
See something, say something!  Insider threats exist within every organization where employees, contractors, or other users access the organization’s technology infrastructure, network, or databases.  There are two types of insider threats:  accidental and intentional.  An accidental insider threat is unintentional loss caused by honest mistakes like being tricked, procedural errors, or a degree of negligence.  For example, becoming the victim of an email phishing attack is an accidental insider threat.  An intentional insider threat is malicious loss or theft caused by an employee or other user of the organization’s technology infrastructure, network, or databases with an objective of personal gain or inflicting harm to the organization or another individual.  Loss of data can put your patients at risk of not receiving timely care and/or puts their private information in the hand of hackers.  If you experience accidental loss of data or witness intentional data loss, notify the proper channels immediately in order to keep your patients safe!
To find out more about insider, accidental, or intentional data loss and practices your organization can use to mitigate this threat, check out the Health Industry Cybersecurity Practices: Mitigating Threats and Protecting Patients (HICP) publication!
Check out the poster below for tips on how to protect against insider, accidental, or intentional data loss! 
*The attached poster can be printed up to 11”x17”.  Print this poster and post it in your organization’s common areas to increase awareness of the five main cybersecurity threats!
Insert Poster (JPEG) File
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	Week Five



Welcome to Week Five, the Final Week, of National Cybersecurity Awareness Month!
Over the past month we have discussed the major cybersecurity threats facing the healthcare industry in an effort to grow awareness and strengthen the HPH sector’s cyber posture.  The strategies and practices we have discussed this month are relevant all year round and we encourage you to use these posters to help the healthcare workforce stay cyber vigilant!    
This Week’s Threat:  Attacks on Connected Medical Devices
Medical devices are a vital part of every hospital and healthcare organization, and as a result risks to patient safety and care delivery from cyber-attacks are real.  Protecting your patients from these attacks is vital to patient safety.  To better protect your patients, ask your organization for guidance or check out the Health Industry Cybersecurity Practices: Mitigating Threats and Protecting Patients (HICP) publication for recommendations and best practices.
To find out more about attacks on connected medical devices and practices your organization can use to mitigate this threat, check out the Health Industry Cybersecurity Practices: Mitigating Threats and Protecting Patients (HICP) publication!
Check out the poster below for tips on how to protect your patients from attacks on connected medical devices!
*The attached poster can be printed up to 11”x17”.  Print this poster and post it in your organization’s common areas to increase awareness of the five main cybersecurity threats!
Insert Poster (JPEG) File
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