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Happy National Cybersecurity Awareness Month!  In an effort to spread awareness of cybersecurity and continue aligning healthcare industry security practices, the 405(d) team has created a HICP inspired Five Threats focused cybersecurity awareness package just for you.  Throughout the month of October, you will be able to use these posters and emails to spread cybersecurity awareness through your organization and contacts.  If you have any questions regarding the NCSAM Package feel free to reach out to CISA405d@hhs.gov! 
Included in the Package: 
5 PDF Threat Posters:
1. Email Phishing
2. Ransomware
3. Loss or Theft of Equipment
4. Insider, Accidental, or Intentional Data Loss
5. Attacks on Connected Medical Devices
5 JPEG Images for Email Insertion:
1. Email Phishing
2. Ransomware
3. Loss or Theft of Equipment
4. Insider, Accidental, or Intentional Data Loss
5. Attacks on Connected Medical Devices
1 Word Document “Cybersecurity Awareness Month Emails” 
Cadence:
The intention of thisw NCSAM Package is to send out an email each week in the month of October detailing one of the 5 threats addressed in the HICP Publication.  See below for the intended cadence of the NCSAM Package:
· Week 1/Threat 1 – E-mail Phishing Attack: October 1, 2019 
· Week 2/Threat 2 – Ransomware Attack: October 7, 2019
· Week 3/Threat 3 – Loss or Theft of Equipment or Data: October 14, 2019 
· Week 4/Threat 4 – Insider, Accidental or Intentional Data Loss: October 21, 2019
· Week 5/Threat 5 – Attacks Against Connected Medical Devices: October 28, 2019
Directions:
Each week on the corresponding dates above follow the directions below:
1. [bookmark: _GoBack]Open “405(d) NCSAM Emails” file and copy and paste the corresponding threat text into your email window
2. Insert corresponding Threat JPEG file where it states “Insert JPEG File”
a. To do thi2s click insert, Pictures, and select the threat of the corresponding week
3. Attach PDF File of corresponding threat so that people can print it out at their convenience  
4. Add any additional details you see fit and hit send!
See below for an example:
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Welcome to Week Two of National Cybersecurity Awareness Month!

This Week's Threat: Ransomware

Ransomware s a type of malware (malicious software) distinct from other malware. Its defining character that it attempts to
deny access to a user’s data, usually by encrypting the data with a key known only to the hacker who deployed the malware, until a
ransom is p

Imagine you get an email asking to verify your login credentials. Not noticing this is a ransomuware attack, you
provide the information and a hacker gets control of your organization's data and computer systems. Ransomware can completely
shut down your hospital or practice and prevent your patients from getting the care they need. Protecting your organization from
ransomware is paramount to your patients’ safety and your bottom line.

To find out more about ransomware attacks and practices your organization can use to mitigate this threat, check out the Health
Industry Cybersecurity Practices: Mitigating Threats and Protecting Patients (HICP) publication!

Check out the poster below for tips on how to safeguard your organization from a ransomware attack.

*The attached poster can be printed up to 11"x17". Print this poster and post it in your organization’s common areas to increase
awareness of the five main cybersecurity threats!

Don’t Let Ransomware Hold your Data Hostage

Ransomware can cripple your entire practice or organization

A ransomware attack occurs when hackers gain control over
data or a computer system and hold it hostage until a ransom
i paid. Be cyber vigilant and don't hand over your data to
hackers. This can put your patients in danger and prevent

you from delivering care in a timely fas

Y. e &





image2.png




