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I nf or maltarminng programs produce significant benefits at mini m:
This document provides Healthcare and Publ igaiHedli tnte sSeamntdo rb e(s
practices for efficient and effective information sharing st
found in | aws, regul ations, corporate policies, oOor managemen
obtacl es.

We encour age HRsdhdmifrog martgaomi zati ons to use this document as
Sharing BesSui BetOrtg@asndsz ati ons can customize the content provi

sharing environment.
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Thi s document was devel opHed HitshAQ aandetrisd i Ipe dlett weame and Publ i
Coordinati HCCeauantttSHAC(i s a trusted community of <critical i nf
within the gl obal Heal t hcare and Public Health sector (HPH).

actionabl e, relevant i nf or maatbiiolni toine st,h rbeeastts ,p riancctiidceenst,s ,mivtuilgna
The HSCC is a co&lcttoirorroftipgrilvatal thcare infrastructure ent
Policy Directive 21 and the Nati onralwiltnif rtaltsd rgauveirrremePrrto tierc tiic
mitigating strategic threats and vulnerabilities facing the

The HSCC Joint Cybersecurity Working Group (odngpWwC)ed sofa stand
al mosOt id9nGdustry and government organizations working together
ongoing cybersecurity challenges to the health sector.

The guidelines provide information about the foll owing:

What or ganeezdattioondso nt o prepare for information sharing,

Wh at information to share,

1

1

f How to share the data

f How to protect any sensitive information they receive
1

Best practices to obtain necessary inbhéonamhtapprehwhalsngi

processes and identifying types of information that can
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Cybersecurit-ghanf ogmptbgnams provide significafhebenaféts to

many instances of increased security and risk mitigation bec
1.1 mproved Security Posture through Shared Situational Awa
It is unlikely that an organizatioattacgettedtby. an

More I|ikely still, the attack vectaonrd hnasl | been uastetde

against others in the future. Orgashaaiingns that p

program will often | earn arbsoubbefnorvee |t hedty aacrkes taanrdg ar

knawwhat attacks ot halrlstfiwer nosr gaarnei zfaatciionng t o pr epar e

2. Crowdsourced Cybersecurity Expertise
Many organizations targeted by cybersecurity attac
monitor eater yeudlruiampa ptassdi bleeel op mitigations. Cy

budgets and t hehd&wnwoev| tdgfef odr d nof ten | i mited. Part
i nfor mahtdaroinng program all ows organizations to tap
orgamionat and informs staff of new threats before t
Communciotlyl abenatbdreggani zati ons to | everage expertiseé
specific security community to improve thdior defadrysas. tD
l earn from each other. Organizations ndemeflual 6rbmnetirteh
gained knowledge and experiences, resulting in i mproved
i ndividual | evel
3. Height enmenmlunCioty Trust and Resilience
A chain is only as strotnogd aays'ngi ¢ st evee atkealtt Hd¢ ake anoc
envirommentof the best whyisn'trenghbreaseéhtbegh i nf ol

sharing. Cyber secruarpiitdylaytenlytelné tsy etvo | syteay on top of
devel opment s -iamdr eva g ihng@vteechnol ogi cal environments
addressed thraehaghinhlyge ofi melty omablemeinbhi el agende gqu:

security posture requires an | T infrastructure wit
resources with members that have an excell entA grasp of s
trust ebdo actoilMea ec 0s ysit zama b lag de@ motwvdimilpersovement s in i nformati

security for organizations and-tihmmgradwedvi g é&ntoiud ntb esaa fi emtgy aa

costs
4. |l mproved Cyber Security Innovation
il Secworde awarengas falcamtly increases the avenues al
advanced threat-omw@amii ngtsi. orCroaslsl aborati on i mproves
supports the ability to establish reliable network

i nnovatn ocrgsbeacks conti nue t o icrhdad sl ternyg,e stehceu rhietayl t h
professionals will need to ensure their organizati

uni que sector challenges, standards, andebest prac
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Threat intelligence is one of thesmasitng mpoogrrams daWhi t gpeem
believe that threat intelligence only includes in®ormation a
thrted ntelligence data truly comes in a variety of forms and

healthcare indugtaryy suchksasimnbideér threats, cybersecurity r

ri sks. Theesxeanaprieesgooofd the types of threats that the healthcar
pri me areas to focus on when it comes to srhdaeri sitga modigraqitzted ito
shares throughouMot & er etohmemtudngigtpye. of i nf ormati on sharing progr
include sharing of threat detection and defense content such
MI TRE ATT&CK data, and analytics fil esdetfoe nfsoes taenrd cd eotseec tciod n at
I ndeed, i nformation sharing is successful only if the correc
i nfor mahdaroinng organi zations built to protect critigcalndi nfrast

Analysis Ceh8AC) (dedl obher specialized and goveMInS@.nt organi
This section highlights the types of-l SACocommmuontgctively sh

The following grouphngsaot tbutaneiygytehhirgd throughout the H

di ssemi nated through mul ti pl e hcahra mnge |losr goafnfi ezraetd obnys .i nf or mat i o
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Strategic intelligence is the coll ecitntoal,| ipgeres srienu i raench | tys
policy, help set and/or justify information security budgets
|l evel s. It typically focuses on new and emer giimg |tarwesndasn,d c ha
regul ati onssevandithlyge gewerol i ti cal and supply chain | andscape.
Wit hin the heal tshhcaarrien g ncfoommmuantiitoyn, strategic intelligence is
the i nferhmatiingn communi t yf adi rleacrtgoer.s Bcoaanr duss eo strategic report.
priorities which are continually refined through the consump

of fered by any -shathegiofgamiatabnons imntycupaemrteMpri beotldar
stakeholder community, including cybersecurity researchers,
industry regulators, also influence strategic intelligence ¢
i nf oreneidl rence strategies

Members of thehamifomg maotmommni ty use strategic intelligence to
intelligence to identify emerging threats, thus minimizing p
Finallteygicstriatell i gence can help navigate the complex risk |
unknowns which may give client-terrgmrbiusatniessrss pdmnand wwagnt age i n

Here are a few examples of st rmaft@®rgmathiamnd elgl coemouaei $yared wit

Analysis of the geopolitical | andsmnap & hen ch eiatl ¢ hefafr eec tssu p@
Gui dance on privacy regulations such as Gener al Data Pro

Russi ads Dat aefgosdlatzani on

= =4 4 -4

Cyber Security OlBew udfl itche fPeChhpilnea and ofmpiarnctteslr logettthagl pr ot
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hel p
tegic

i mpact how an organization might <ch
a ngd sperceuermpttyi vtehlrye amist.i glaitsec udsesvied nosp i anb
educat e, prioritize, and cultivate

i Mobevl ISt geneg. cplThasatseattthéeéi gepaert

f A3SyOS

ce includes the details of threat actor t

es information focused on the techniques

d systems amgl dyed mea haarirsyn out an attack, similar

e s
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f th

attacks
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, an

Fall back Channel s,
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Operational

Operational

give intell

-t

intel i

intel i

i gence

is type of intelligeseeta@arearxy|l out aci @dcer

(e.g.

Credenti al Dumpi ng, Brute Force),

d remote service exploitation), and comma

Domai n

gence

gence

Security researchers typi

threattseanp
strategi es.

h LI$fy2 dzZND S

Ope®ource I ntel

medi a, and

e shared

Generation Algorithms).

is actionable information about spe

is typically gatshheriead bme dmaniptl artif og

consumers early notification of potenti al

cally publish their research on new

amongst the community and provide member.

LYGStftA3ISyOS oh{Lb¢oO

t he

i gence

dar k

(OSINT) is data collected from public

web to be used in an intelligence contex
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https://www.recordedfuture.com/strategic-threat-intelligence/
https://www.recordedfuture.com/strategic-threat-intelligence/
https://attack.mitre.org/

process
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Al l t he
i ndustr

organi z

shared

as oafrtceers tahesd he first to report about new threats a

I'ligence production.
se intelligence types serve important, specific purpo
y withabdthosomsi ghts and strategies to reduce risk.

ations can offer many different types of data, such a

throughoughahiendg néd omman i oyn.
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1. Add
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3. Pre
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6. Cha
Best pr

areas o]

member s .

of i nsi

y best practices are often -sshhaarriendg acnoommmgu nnetnyb. e rTsh eosfe apnr
ally evolve due to members requesting feedback from
res, and governance. The requests may address how org
he informatio with the rest of the group. Direct fee

the refineme

n

y appteamchbeschaptrebhge and can -makKiomgn pthec enesnb&md ss tdrea
nt of such processes. Understanding the
o]

ble informati n. &ome examples in this area ar

ressi-PagrThi Rdsk

el ligence Gathering Techniques
senting Cyber Risk to the Board
uring the Internet of Things (1l oT)
uring Big Dat

Q

nges in Laws and Regul ations and the I mpacts to your

actices dtyprnccarldsy ared efrreemmewor ks designed to be used ¢
f ambiguity in these standards that organizations <can
I'n addition to gaimtilmegr crheamh erys, wsnel etrhset saen dsi thnagn dhaorwd s
ght into methods of effective i mplementation.

Shari nlgysste@p procedures or templ ates -emarbil eg mermpaemrisz atfi am tio f

product

on tech

ive fasteorkpheteet &hei beoem&w more resilient than tr:

nical challenges is alss®oshaobpmmgnptgani wathon. amypné€éaltm

forums include how to quar ae,t itncedlerguii cdcan cce d(piemoa |ftuao Imgy | ,omeonma r
extensive guidance on hunting for threats within your enviro
re-al me across the membesBbBaipngformganinZa@atrimamn.i on

This sl yspsaefiwmll in times of an emerging cyber threat that es
best practices or providing general guidance, this informati
schedul ed webinars, wooksheopsdi sauumsnsitens .and

I't i s important to not e tshhaatr icmmegmboerrgsa noifz aatni oinn fboernmeaftiitonby t ur n
actionable communitceathinorcsalt maitdie®@ncen can | everage through sta
commuoati ons. These assist members in communicating effectiv
types of communications serve multiple purposes, such as ens
industry.
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The health industry is heavily regulated and is subject to s
i nformation fl ows must be <cl| ear ;s hcaornisnigs toerngta n iaznadt iaocncsu raartee .p ols

provi de ttyhadurcilmg ithese ti mes.

Whet her a crisis affects the ent isrheariinndgu sotrrgya norz aa isoinnsg | seh aernet
information across the industry while keeping the victim's |
i mgd ed by misinf or msahtairoinn,g ionrfgoarnmaztaitoonons provide clarifying
mi si nformation, and provide clarity in a time of ambiguity.

possible becatsdma ngfonrgnaniioati ons of fer a medium for direct]l)

share their experiences.
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Unt il now, i nformation sharing programs have hddcahers ®€ope
compromi se (1 OCs) and attacker tactics, techniques, and proc
to proactively mitigate attacks, modern cyber security progr
includiang dtetirremder and defense content and resources. Such re

rul es, MI TRE ATT&CK dat a, and Automated Response Playbooks,

Organi zations can benefit from shari ndf ossutcehr dcelfoesnes ec oa nl da bdoertaet

bet ween the threat defenders across the | arger community of
doubling down of efforts against attackers by sharing proven
attakrksargani zation defending itself from an attack can benef

organi zations such as what SIEM rule should be written to pr
should be deployed on mespodpei aystteme¢EDBh andan intrusion

system (I DS/ 1 PS) to identify and detect a certain mal ware.

aSRAlI wSalLlRyas

I nf or maharninng organi zations can share responses to media inqgil
rathban as an individual member . For example, the media may
regulations on the HPH industry. Rat her thamhhmmadrmigng from on
organi zations can poll t heiod lremb eres re@sgp omslel tthadgetitsera dett e
entire indulsSAg.camefaddihl i tate anonymous feedback, provide a
industry, and drive a clear and consicsueert sihhassaget ahkcomgmpwo
members to aid in media inquiries, especially during an inci
what is appropriate to share with the media.
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Sharing guidelines tahe puwbleindedi emm &zmatdiost.r i bhuay oanl sod & xirseta

help prevent the dissemination of information that, if impro
organi zati on, its customers,stva nlgugiun ess shautl derco.nslimdfeor matei
trustworthiness, the sensitivity of the shared information,
types of information. Types of information sharing include:

T FirDerived I nformation:
- Do not share sensitive information about specific impacts or details that could be used to identify the
firm.
- Safeguard Personally Identifiable Information (PIl), Protected Health Information (PHI), or proprietary
information.

- If guidance is not clear, request permission to share data that is not your own.

1 Sharing Third Party and Vendor derived information:
- Share in accordance with third-party and vendor disclosure agreements.

- Do not violate confidentiality agreements.

f Share quality information
- Include confidence levels in any analyst judgments made in your reporting
- Share source information as permitted (do not source specific vendors by name; instead, say
"security/intelligence vendor". Do directly source Open -Source Information).
- Share analysis and indude the "so what" to explain why this information is essential to you and your

peers.

| XJB°| XN°-3N-A«N KY-32z
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T Sanitize and Redact Secur i

The Traffic Li ghuts eRdr abtyo ciodfha@nTiialtgi @nsganiHeaatitBhA€ t os s eh

i nfor

archi

Do share analysis

Do not share the impact or consequences to the firm
Do share opensource information

Do not share vendor names

Do not share author information

Do share approved I0Cs.

ty Reports:

r more sophisticated organizations or those

ps can be used to Automat e

Orchestrate threat data flow from detection technologies and reporting tools to threat intelligence

platforms (TIP) for review and approval.

t

hat

IntelligencecAppaoval,

Leverage TIP orchestration to automatically review and approve the information to be shared. Predefine

rules to classify which and what type of information can be shared externally.

Process information shared by other partners using automated TIPs to gather more context and

relevance.

Correlate received information, through TIPs, with internal threat intellige nce and telemetry to enrich,

add context, and score intelligence.

Automatically share back processed threat intelligence with more context and confidence with

information sharing partners.

Automate actioning of threat data in response technologies using TIPs.

Avoid manual processes for processing and sharing threat intelligence to scale threat intelligence

operations, derive more value from information sharing programs and reduce analyst burden.

¢NF YO [ATKG tNRG20O2f¢

mati on handling guidelines an
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ed, or di s peonsde dh aonfd | e ds eicnviasdc drhdeadfcol | owi ng:

T Unless otherwise specified, al
formation (TLP: AMBER) and i s

and securely using controls

n

n

r

n

e

(o]

r

for mahtdroinng organi zati on

iginator.

formassiohi edaas TLP: GREEN,

di scl osed, transported,

ntrols include but are nog,

asing and degaussing of
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stored,
approj
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The tabl e bel ow dleSAQ icbleass stihfei cHetailarhs of i nformation and i nte
create their own TLP definitions, and tuhregree ftohree ,r etahdeerre taor eb em
with the TLP definitions of their respective information sha
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[ S3If tNRP(ISOe2Vya
Cybersecurity Information Sharing Act of 2015 (ClI SA2015)

The Cybersndoumaty on Shari 2@ lJBwasosi ¢g0dd i( €l SA8aw20h5 Deapvdhber
provi des preintawietelsselcit @abi | ity protection when sharing infor matf
government organizations.
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https://h-isac.org/h-isac-tlp-definition/

Section 1020tk adfesClt®hat private sector

threat indicators or de

entity from

organi zations

may, no

fensive me&€t A8 1Wi phopeet sfanmspri 8A

l'iability ari si ng nfdriocnatsohra roirn gd eaf ecnyshievre

t nher

aesautr e

More details, examples and gui@uintaende taofaddeaibdlte MHhntaittbiiess dooc
Cyber Threat I ndicators and Defensive Measures with Federal

Skring Ac,t mpdbl2i0sltbed by The Department of Homeland Security
2020, andhevail abl e
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The Freedom of I nformatioal Abtve( PObA) ci $soar¥U8ukaw Bhbaess to

feder al agdeoecsyapprQl A o
be i ssHeedl t$hwCG qu et hreenlgease of sensitive membe
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The European Union Gene

i ndi vidual

personal i

S

n

in the European Union (EU) and the

formati on.

privatessethbéal tSlhgnmeantiimgaanbOl A

3 IyR D5tw

r al Data Protection

r

i nformation.

Reguleat i on,

or AGD

European Econ

GDPR Article 6(1)(f) states that processing personal data is
| egi tiinmtagreests pursued by the controller or by a third party.
must meetstaepthreesd : | egiti macy, necessity,Tlamedata bafanmanigowf
Sharing and GDPR: A Lawful Act, voutl itmaes Rowffttpgesp Peabseimth g Di
threat information by an | SAC and its Members meets this cri
T The | SACés and itssMambegsiOnfotmaesds to prevent fraud a
against cyheeat egc k spreartseo nuasle sd aotfa under GDPR.
1T The processing of personal data for these interests is n
ensuring network and system security and the preventi on
1T Providing that appropri attedprbiyvady d &fA€Cgwaardds tasr eMeanbep s,
bal anced because controls are implemented to ensure that
ensuring the security of membersdé networks arese@ot out we
personal data is processed. The interests of data subjec
Fl| - ©°- ?2]J3X F ©]
As cybersecurity threats continue to increase and | T environ
organization to i mplement measures for effective and efficie

for

combi

challenge is addressgsiomg uprsd rrmama @ir g praizehyi fprovamertshi Recogni
shared responsibility across the HPH sector all ows

that could i mpact many organizations.
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https://www.cisa.gov/resources-tools/resources/cybersecurity-information-sharing-act-2015-procedures-and-guidance
https://www.whiteandwilliams.com/assets/htmldocuments/Threat%20Information%20Sharing%20and%20GDPR_FS-ISAC%20Branded_1.2.19_Final_TLP%20WHITE.pdf
https://www.whiteandwilliams.com/assets/htmldocuments/Threat%20Information%20Sharing%20and%20GDPR_FS-ISAC%20Branded_1.2.19_Final_TLP%20WHITE.pdf

The i mportancewiode cpmontued¢ttiyon i ncreases as addi-paonwal I' T ser\
providers. Organizations can-loiogmninfgi pamtclty clesn e fsiutc hf aesmofpenr w

i nformation combiwmatdi ovi &lh aswarreme sssi,t made aVhairli aalgl e rtolgrr aungh i

Consider the following -dhani od mpaottemerdi ] amdoirdant oy whi ch |

organi ziantfioornvsast 4 roinng str at egyi.s hYoaun sihasfhobrdrastgtoanglt eement wi th t
organi zations. HlemHttSheC taseewdmphe, a Membership Services Agr.
and classification requirements for the parties involved.
T External Partners
- Public Entities - Law enforcement, regulatory bodies, public associations, and government
organizations such as theHHS Health Sector Cybersecurity Coordination Center (HC3).
- Private Entities - Industry associations, third -party service providers, information -sharing organizations
such asHealth-ISAC.
T Internal Groups

- Cyber Threat Intelligence Teams

- Fusion Centers

- Information Security Staff

- Physical Security Staff

- Business Continuity and Disaster Recovery Professionals

- Incident Response Teams

- Education, Training & Awareness Teams

- Legal Teams

- Senior Leadership
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The following recommendations will guide you through the ini

I nformationrSbmring prog

1. Establish Your Information Sharing Goals & Objectives
I't is crucial to start by establistiamg ngherogeraan,| eppreEad
the business context of your environmehy. whhehsitnabegat s
sharing organizations you wil/l partner with, and detail
2. Establish Governance Models To Ensure Compliance
|l dentify data owners across the armdanmimaatiio;mmn sthhaati ngo wplad t
such as your internal Security Operations Center (SOC),
incident response team, threat management team, or cyber

Categorize your-Shaf cArsggeeteso el op a table that | ists each dat a
corresponding internal data owner, which external organi zat:i
Enforcement, etc.), and who is aetlbhediowéd to release the dat
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https://public3.pagefreezer.com/browse/HHS.gov/31-12-2020T08:51/https:/www.hhs.gov/about/news/2018/10/30/hhs-announces-official-opening-health-sector-cybersecurity-coordination-center.html
https://h-isac.org/
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odPCreate a GoverMaseembBedwn. steering committee, working gro
t hese pr ocecsesdeusr easndt opreosst abl i sh a consensus around the go
externally from the organization. The same governance bo
other external entities to enhancel kanoad reidtgye tasmamod.r i hlge a
governance body should meet regularly (at |l east once a (¢
findings.

4. Embrace Third P& rotnysiRleewi eeww.l untarily gaining accreditatio
embraced theepeffanmauandit. This may be proven in many di
not | imited to financi al reports, Privacy, Security and
When organizations handl i ng tdsa/tcae rvtoilfuinctaatriiony pgroo ctehsrsoeusg,h t
partners they have been vetted and can be trusted. Wh e n
credenti al s, first be sure to confirm that thei scope of
your organization wil!/l be sharing.

5. Establish SanitODrgahbobmaRubeas. should establish a process
sensitive information is disclosed when sharing informat
Mi ni mum &rexcerssl e when deci ding which sensitive informatic
di sclosed. To completely redact PHI or PI 1, it is recomm
HI PAAIl Bdenti fication document. Offéehengrefermedededand s é
information is necessary for shared information to be me

6. Bring the Legal Department into thel dtneromranatlieogialShcaou msge |
not fully appreciate the vagl uaendoro fstceonp es ecef oinn fyo rtmhaet irad ns kss
experience roadbl-osb&asi hg aaofiovimbayi because | egal counsel
no experience wi-shathegi pfocesasi bhus not redagrninmgi ng the
pograms can provide and see the overall program as addin
is an essential st-epatbwgrds informati on
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7. Engage the Legal Department Early in the PiSbaessmgof Esta
Progr &mndseir runni ng-tdemeal ttradbdree op exercise with | egal s
can better understand the problems that HPH I T and I nfor
counsel may be more willing tarengagéuidedfimdi hg sdelbet bp
progr am.

8. Consider Dedicating Resour Eegagonbegantd ©ducattchg | egal s
term process. Engaging the | egal department can provide
which the HPH sector can act during widespread security i
during these types of events is the timeliness and accur
roadbl ocks all ows mor el HPHmfoo gtaab zatdionsus ®i fgeand acti v
providing more detailed data for the technical community
their own firm.

$J° X ?2°AT X’
|_ |> The following case studieshafffeag exampféerenti
— circumstances. Every situation is different, a
suit your organi zat i-somdrsi nugnirqeuceu ii rnd me mtast.i on
— The first example only includes four pieces of
. s — beause an adversary's infrastructure may only
(— Therefore, information shared during an acti ve
infrastructure is still operational
9EFYLX S mY ! yilINBSGSR ! §il200 CNRBY ¢NAF3IS (2 ¢KI
Organi zation A receives thousands of
mal i ci ous twmatidr greetses:  suioan
per day' 70% of the Nease be advised of the following 10Cs that lead to a fraudulent OneDrive sign In page
to email filters. 2
suspect Subject: [EXTERNAL) Document- Proposal PO
mal i ci ous content | | suspectsender nward @micromerchantsystems] Jcon

rejected. 10% evad:

suspect Phishing Link: hoops://kellersproauto

nyl.Jsharepoint].Jcom/:0:/g/personal/nate_kellersproauto_com1/Ei30sLriwiNDrsDxacmNh

and daerlei ver ed t o an BHA_hxDIUBQEBXRErmiHBA?e=819Pkk
suspect Landing Page: huops /fwww{ [surveygizmol jeom/s 35247299
desktop. These trig:
Security Operations S
of "fresh" indicators to be shared. Bel ow
is an examplesofhwhedi&adldtSiComber shi p by @rgani zati o
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The second example provides insigbBharnng tShedeétpldr addmd yaf st to
a specific, targeted campaiguneacdddteidal up adygdil susspatiabgl at t
andrsat egi emalkeicrigs.i on

Organi zation B becomes aware of a potenta atlrd wys ttead.gtefi leedd speaeratr
observe and record activity based on this information. After

camai gn ends.

Organi zation B develops dreatliSvaC espasioglthepdetaibstafe the
relevant indicators:

Summarpgrovi des context to the event as applicable
Anal y®ustines harvested i ndictaitrog sd dtraiml & hef ctahmg atiigmi,nq &
mal i cious content relative to the organization the attac
infrastructure used to |l aunch the attack.

1 Hi gbevel Tactics, Technigtée ghanidhaPs oeel eednuernetss: of attacker
approach to this specific campaign.

T Mitigations, Recommendati ons, | Dedi @aiat ed ssoépSC€omakemi se: bl

detect inbound attacks or outbound communications if a r
OEI YLI&S0O DN ¢ KNBIFG LYRAOFIG2NA YR 5STFSyaArgdgsS aSt

In a June 2016 posting on Sdédxaammlige sGud fd amyckeer DtHSr eato vii ddeidc at or
measures. The items below are good exampl egoaf dv igdot ctahteor s an

i nformahtdroinng communi ty:

T Mal war e

f I nformation Regarding the Intrusion Vector and Method of

T Information Regarding When Unauthorized Access Occurred

T I'nformation Regarding How thae KNetwor Moaed HaweNat Wgr i Ph
Were Bypassed

T Information Regarding the Type of Servers, Directories,

T I nformation Regarding What Was Exfiltrated and the Metho

T Informati on Regar di n(Qgautsheed [baymatghee olrncliodsesnt , I ncl udi ng Ren

9OEl YL Svdaa AtlNR | F Ol o @Aada [ dzyOK 5AadNAOGdzi SR 5
| S+t GKOFNB hNBFYATlFa2ya

The following is a syaapgied imfg & vmards bled adgt dr cxatrdehii ateadd t hy olkumgd
information sharing.

On January 27, 2023, Organization A obBiestvreidb Ktiéd nBeéniaslsoacfi a:
(DDo)$ argeting |i el egradenh @3y pimed messaging platform. The targ
January 27 was unique because it exclusively targeted health
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targeting I|ist, making it publict.orThienfldrsmatwiasn sshhaareidn gvi drhg aar
di scovered the | i sdr gcaomitzad tnieadn sn 4fiBer@ wshrerBreidtl yaht acks began ta
place on the day the adversary specified, [ Jamhuariyn®g0df, Ib@Cs
pertaining to Killnet infrastructure, targeted alerts sent f

t

presen on the |list and sharing best practices with the sect

Organi zations that wer e snheanwbienrgs oorfg atnhiez aitnifoonr mmaotti oonrnl y possess
increased visibility into the cyber threat | andscape, but al

speci fic best practices.

Al X * « PH>E-?3AT

The success ofihgfonmanyooomhatnriuey tradllii ssh ean bteheveen i ndi vidu

requirement when an individual wants to share sensitive info

We encourage you to get i nvelpweed fiirc ysanfaocdanmmliimnhalyl ¢ oi heélpt by
and maintain networks opetsastmedtoishgandhathendat na conf er en
i nformal gathering of security professionals in your city. T
pr sfse onal s wi || hel p establish a sédtawomlg cfommuumst yi mntdhé ewipd

the benefits received from member ship.

TT ° -«JB >XIT «z

The National I nstitute of Standards and Tepcrhonvoil doign ge sa ddNItSTon a
gui dance and factors to consider bé&wyondddhat owabs cemdiad, i we
t hel ST Guide to Cyber MhnegeatNIS8Tobmati-BHhHo Bh@dti celaeri o0 BO®O

Feedback and suggestions on this document are encouraged and

Pl eemaiclont adtS@L. or g
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https://csrc.nist.gov/publications/detail/sp/800-150/final
mailto:contact@H-ISAC.org

