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A Joint Security Plan for medical device manufacturers and healthcare information technology cybersecurity to:

* Promote transparency on security of products * Address risk of end-of-life and legacy products

* Provide consistent secure product development * Assess maturity and establish milestones for
practices achieving success

* Clarify vulnerability communication and incident * Create governance structure for continuous
response coordination improvement

The JSP represents a consensus based Total Product Lifecycle (TPLC) reference guide for developing, deploying, and
supporting cyber-secure technology solutions in the healthcare environment.

Written with involvement of stakeholders across the healthcare ecosystem and intends to reflect “joint”
expectations of what a mature product security capability should look like for medical technology.

The JSP is a significant step toward the Health Industry Cybersecurity Strategic Plan (HIC-SP)
goal #6 which states "Healthcare technology used inside and outside of the organizational
boundaries is secure-by-design and secure-by-default while reducing the burden and cost on
technology users to maintain an effective security posture.”
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Written with involvement of stakeholders across the healthcare ecosystem from public and private
sector stakeholders including medical device manufacturers, healthcare IT vendors, healthcare
providers, and federal agencies under the umbrella of the Healthcare and Public Health Sector
Coordinating Council (HSCC) Joint Cybersecurity Working Group (JCWG).

Acknowledgement to regulators and industry groups that contributed to JSP 2.0
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Medical device cybersecurity landscape
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* HSCC Joint Security Plan

* HHS and HSCC Release Voluntary

Cybersecurity Practices for the Health
Industry
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* Operational Continuity-Cyber Incident Checklist
* MedTech Vulnerability Communications Toolkit
* Model Contract-Language for Medtech Cybersecurity

Final guidance - Cybersecurity in Medical

Devices: Quality System Considerations and
Content of Premarket Submission
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* Health Industry Cybersecurity Information Sharing
Best Practices (HIC-ISBP)
* Coordinated Healthcare Incident Response Plan
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JSP 2.0 Highlights

Not intended to be a complete rewrite, but rather integration of useful resources and clarification of the
framework to make this a more useful tool for medical technology providers, regardless of size and scale.

Updated standards

Increased integration of

external standards and

guidance into relevant
activities. This supports easy
referencing to find additional
supporting information as the

JSP is leveraged to mature

product security capabilities.

g@ Refreshed framework

Refreshed framework and
diagram to drive clarity and
consistency. Specifically,
framework components were
updated to be “activities” in a
secure product development
framework and aligned to
supporting content describing
those activities.

@ﬁnfn Applied learnings

Applied learnings and
improvements identified from
the MDIC Medical Device
Cybersecurity Maturity:
Industry Benchmarking Report
2022, as well as a review from
the HSCC conducted by a
cross-industry group of
manufacturers, HDOs, and
regulators.
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Concept Phase

Planning for and managing potential security risk in this phase is essential

* Effectively planning for and managing potential security risk

Release/Change
Project Planning

Voice of the
Customer
(Stakeholder
Security Needs
|dentification

Security
Management
Planning

in this phase is essential to ensuring adequate resourcing and
planning throughout development efforts.

* Failure to adequately consider security risk in this phase can result in
lack of resources, both financial and human, required to ensure
adequate security is built into the product.

At this point in development, security can be introduced early
on to address potential risks introduced by the scope of the
current project.
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Risk Management

Security risk management is an integral component of overall product risk management

* Focuses on considerations for cybersecurit
risks identified during design,
development, or post launch are analyzed,
evaluated, and controlled to adequately
reduce and document acceptable residual
risk, i.e. AAMI SW96:2023.

* This includes security risk management
activities from product concept through
end of support.

Security Design Risk Assessment
Security Integration into Safety Risk Assessment

SW96 Security Risk ManagementProcess

1SO 14971:2019 Risk ManagementProcess

Security risk management plan

Safety risk management plan

l

l

Securityrisk analysis

Risk analysis

l

l

Securityrisk evaluation

Security risk with

Risk evaluation

l

/ potential safety impact

l

Securityrisk control

Security controls Safety controls

Risk control

l

affecting safety affecting security

1

Evaluation of overall security
residualrisk acceptability

Evaluation of overall residual
risk

Security risk management

Security Risk Management Summary Approval

Risk Management
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Supplier Management

Suppliers include contracted developers or service providers, hardware and software supplier, and
open-source library

* Manufacturers should have procedures that include security risk
management that are leveraged to evaluate, contract, and manage
performance of prioritized suppliers

* This include process for managing security risk exposures, threats, and
vulnerabilities throughout the supply chain as well as developing
strategies to respond to the risks presented by the supplier, the supplied
products and services, or the supply chain.

Purchasing Process Supplier Management Performance Management
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Design & Development

Security risk management is an integral component of overall product risk management

* Establishes detailed specifications for a

product, including implementation, design
Code Development and controls, design inputs and design outputs

Testing
Security Requirements

Development * This includes clear outlining of critical
activities that shall take place during
development such as architecture reviews,

BT threat modeling and iterative testing and
secure transfer to manufacturing.

Secure Architecture Design Testing

Patch/Software Update

Planning
Threat Modeling
Secure Transfer to

Manufacturing Planning
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Verification & Validation

Diverse testing activities based on their objective, involved tools, skillsets, and discrete outcomes.

 Decomposes cybersecurity testing into the discrete
activities that may occur during the Verification &
Validation stage of Design & Development.

Verify Security Controls

* Formally defining the purpose and output of each
activity further enables the creation of mature
I dentify known cybersecurity engagement processes and automation

Vulnerabilities

Security Validation Testing
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Maintenance

Essential capabilities to maintain the security of products over their lifecycle.

Maintenance

* These processes should generate records that

Surveillance demonstrate that activities are being effectively
. executed to ensure maintenance of products,
Vulnerability & EOL/EOS . . . .
Management including incident response.

* Manufacturers should provide timely responses
and communications to all stakeholders impacted
Patch/Software Update by exploited vulnerabilities and security incidents
for commercialized products

Security Incident Response

Customer Security
Communication




X Health Sector Coordination Council
Cybersecurity Working Group

Evaluating JSP Progress and Maturity

Benchmarking will support potential needed investments and help industry on sector progress

Performing a periodic maturity assessment against the JSP can
provide organizations valuable input when determining where

product security risks and potential program investments may
be required

ame] MDICannually collects shared results and produces a report on overall

MEDICAL

N DEVICE industry progress. This report is invaluable both to organizations to

BENCHMARK

ASSESSMENT

benchmark themselves as well as to inform industry efforts on where more
support on security product development activities may be required.
https://mdic.org/program/cybersecurity/
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