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Cybersecurity Working Group

HSCC Calls for One-Year Consultative Process with Administration

on Healthcare Cybersecurity Requirements

Process Would Replace Proposed HIPAA Security Rule

Washington, DC — April 1, 2025- The Healthcare and Public Health Sector Coordinating Council (HSCC)
Cybersecurity Working Group (CWG) today recommended in a 2025 Policy Statement that the Trump
Administration initiate a one-year consultative process with leaders of the healthcare sector to negotiate sound
cybersecurity practices that all healthcare stakeholders can be held accountable to.

As an alternative to the arbitrary HIPAA Security Rule notice of proposed rulemaking published in December, this
collaborative process would align with the Administration’s pledge to Make America Healthy Again on the
imperative that Cyber Safety is Patient Safety. It would build on the many leading healthcare cybersecurity
practices developed by the industry over the last 7 years.

Such a process has precedent in executive order 13636 that directed the National Institute of Standards and
Technology to convene critical infrastructure owners and operators to develop the “NIST Cybersecurity
Framework (CSF).” The CSF has become a widely adopted reference for enterprise cybersecurity risk management
across government and industry, an example of good policy operationalized. The CWG proposes that a similar
process be used to negotiate a Healthcare Cybersecurity Framework drawing from the comprehensive library of
resources published by the sector for the sector, extensive health sector recommendations for government
cybersecurity policy and programs, and our five year Healthcare Industry Cybersecurity Strategic Plan.

In testimony before the House Energy and Commerce Subcommittee on Oversight and Investigations, HSCC
Cybersecurity Working Group Executive Director Greg Garcia said, “The healthcare industry is now targeted by
more cyber attacks than any other industry sector. If our healthcare owners and operators are to keep up with
the evolution of healthcare delivery, technology innovation, and adversarial cyber threats across our vastly
interconnected ecosystem, we need our government as a partner in this mission.” Garcia added that “A
successful consultative process will lead to government promulgating expectations for industry accountability to
“the what” — measurable cybersecurity outcomes - and the industry determining “the how” — specific governance
and technical controls we should be held to. Then together industry and government will be aligned to a
framework that is flexible, measurable, accountable and effective, ultimately serving patient safety and
infrastructure resilience.”

Garcia gave his remarks during April 1 testimony to the House Energy and Commerce Oversight and Investigations
Subcommittee on the subject of healthcare and medical device cybersecurity.
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