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Health Sector Cybersecurity Working Group
Testifies to Senate HELP Committee

with Recommendations for Improved Cybersecurity Policy and Collaboration

Washington, D.C., July 9, 2025 - Today, the Healthcare and Public Health Sector Coordinating Council
(HSCC) testified on a panel to the Senate Committee on Health, Education, Labor and Pensions to make
recommendations on the direction of government and industry collaboration against ongoing
cybersecurity threats and incidents impacting the health sector.

HSCC Cybersecurity Working Group (CWG) Executive Director Greg Garcia made the following
recommendations:

First, as the HSCC proposed in April, the Administration should suspend any further consideration of the
HIPAA Security Rule update published for public comment in January of this year and initiate a
structured series of consultations and workshops with leaders in the health sector coordinated by HSCC
to negotiate a modernized policy for healthcare cybersecurity resiliency, responsibility and
accountability.

Second, now well underway, is the need to perform a systemic health infrastructure mapping and risk
assessment. This will provide industry and government visibility and risk management options involving
critical services and utilities that support the many essential dependencies across the healthcare
ecosystem and whose disruption could cause cascading disruption across the health system to the
detriment of patient care, administrative operations and provider liquidity.

Third, reinstate the CIPAC framework by DHS to enable trusted collaboration with critical infrastructure
industries and b) reauthorize the Cybersecurity Information Sharing Act of 2015, which enables trusted
threat intelligence communications between industry and government but which sunsets this
September.

Fourth, hold third party product and service providers and business associates to a higher standard of
“secure by design and by default” for technology services and capabilities when connecting to patient
data or administrative and operational health systems used in critical healthcare infrastructure.

Fifth, invest in a government-industry rapid response capability.

Sixth, invest in a cyber safety net for the nation’s underserved providers, built on accountability and
incentives.

Finally, over the next five years, the health sector and government have an all-hands on deck
responsibility to implement the HSCC 5-year Health Industry Cybersecurity Strategic Plan. The plan
recommends 10 end-state cybersecurity goals, and 12 implementing objectives to achieve those goals
by 2029.


https://healthsectorcouncil.org/government-partners-forward-path-2025-cyber-policy-statement/
https://healthsectorcouncil.org/the-plan/
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“If we make progress against the goals and objectives,” Garcia concluded, “we can upgrade the
diagnosis of healthcare cybersecurity from critical to stable condition.” This envisions an industry target
state in which:

Healthcare cybersecurity, both practiced and regulated, is made easier for practitioners and
patients;

Secure design and implementation of technology and services across the healthcare ecosystem
is a shared and collaborative responsibility;

Leaders in the healthcare C-suite own and invest in cybersecurity as an element of enterprise
risk;

A cyber safety net is in place to promote cyber equity across the ecosystem;

Healthcare workforce is trained and capable in good cybersecurity as a wellness continuum;
and, and

A “911 cyber civil defense” capability to lead early warning, incident response and recovery is
reflexive and always on.

The HSCC CWG prepared statement can be downloaded from
https://healthsectorcouncil.org/government-partners-forward-path-2025-senate-help-testimony/

More information: https://healthsectorcouncil.org/contact/
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