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Health Sector Coordinating Council

Cybersecurity Working Group Chairman,s Forward

We maintained our momentum in the second quarter of 2026.
As the following slides illustrate, our productivity and public visibility remain high. Among the highlights:

* In April we hosted our third annual All-Hands Across America membership meeting. This year featured nine host organizations and
383 in-person and remote attendees. The meeting also was our 16% semi-annual All-Hands Meeting since 2018.

*  Members of the HSCC CWG Executive Committee were invited to an informative classified briefing on the “Typhoon” cyber campaign,
provided by members of the government intelligence community and coordinated by HHS ASPR.

Chris Tyber
AbbottyCISOg * Continued our steady output of cybersecurity resources, by the sector for the sector, with publications in April on Third Party Al Risk
Industry Co-Chair and in June on Al Governance. Feedback on these best practices have demonstrated stakeholder need and appreciation.
HSCC Cybersecurity | °  Participated in the June 24 Health-ISAC “Hobby Cybersecurity Exercise” as a warm-up for Operation Vital Signs — the national

Working Group healthcare cybersecurity exercise hosted in partnership with the Health-ISAC July 21-22 (technically Q3, and more to come on that

separately).

* Continued to present at externally-hosted conferences, with our executive director invited to present at six conferences and virtual events and
numerous other HSCC CWG members and leaders publicly representing and promoting HSCC CWG.

* Added four new member organizations from 14 orientations.

* Beonthe lookoutin Q3 for two additional Al publications on protecting clinical workflows and enterprise resilience, and a guidance for effective CISO
communications to Boards of Directors . There remain 4 or 5 task group workstreams pending that should result in final publication in late Q3 and by the
end of the year.

Finally, it was unhappy news to our leadership and many of you among the membership when our executive director Greg Garcia officially announced — and
not without his considerable ambivalence as well — that he will retire from his full-time career effective December 31, 2026 to pursue his many other
personal passions in life. Greg expresses great pride in the extraordinary work we’ve done together, but that his best time is behind him and the opportunity
is now for fresh leadership, energy and creativity to help carry the CWG forward as a dynamic “CWG 2.0”. More on that soon, but the search for his

successor is now underway.
#H#


https://healthsectorcouncil.org/ai-cyber-thirdparty/
https://healthsectorcouncil.org/ai-cyber-governance/
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Health Sector Coordinating Council Q2 2026 Membership

Cybersecurity Working Group

» 473 private sector organizations (+16 in 2026),
including:

23 government organizations, including

423 owner-operators

* Includes 63 industry associations and professional
societies

50 non-voting advisor companies

13 federal
4 state

2 city

2 county

2 Canadian

Link to member list

Total Member
Personnel:

1,165




X Health Sector Coordinating Council Member DiStribUtion
Cybersecurity Working Group by SUbseCtor

* Direct Patient Care: 45.77%

* Health Information Technology: 6.25%

* Health Plans and Payers: 5.44%

* Mass fatality and Management Services: 0

* Medical Materials: 9.88%

* Laboratories, Blood, Pharmaceuticals: 5.44%

* Public Health: 4.23%

* Cross-sector: 8.47%

* Government (Fed, State, County, Local): 4.64%
* Advisors: 9.88%
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?Health Sector Coordinating Council Q2 2026 HSCC

Cybersecurity Working Group Public FOOt-Print
Webpage Impressions Public Recognition
Clinician Video 1.1m (+11% prev.)
° ° “ 1 i
Training il e e A e 660 “HSCC Cybersecurity Working
. Q2 - 6300 Views/353 . Total Visitors: 13,302 Group” Google search results (698
hours (Q1 8,315/464 (3700 Q1)
roure) last Qtr)
. ~27+file requests Member Orientations ® 659 “HSCC” news results in Google
 Lifetime - 104,847 Views + 14 orientations; 10 hours search
/6,000 hours watchtime; (37 Q1)
288 Subscribers e 6+ Leadership Speaking
Appearances (not counting member
LinkedIn appearances on behalf of HSCC)

Followers 3214 (+167 Q1; + 444 EO ‘25)
Post Impressions 10,999 Reactions 280
Comments 11 Reposts 34



X Health Sector Coordinating Council Leading PraCtices
cybersecurity Working Group Total Downloads and Views  htps://teaithsectorcouncil.org

Title Pageviews Sessions Engagement Rate Session Duration

1. :—lSCC Cybersecurity Working Group - Healthcare Data & Systems 4212 3857 47.37% 1m 26s

2. Health Industry Al Cybersecurity Governance Framework Implementation Guide -
Health Sector Council 3108 3,280 53.45% Im 41s

fai-cyber-governance/

3. Third-Party Al Risk and Supply Chain Transparency Guide - Health Sector Council

. . ) 1.465 1,585 58.68% am 10s
fai-cyber-thirdparty/

4. Medical Device and Health IT Joint Security Plan version 2 (J5FP2) - Health Sector
Council Qa7 1,043 34.61% 2m 17s
f=p2s

= i 2 _ -

5. HSCC Pul.:ullc.atlc?ns Free Resources for Healthcare Cybersecurity 867 897 711% 38s
fhsce-publicationsd

6. “Cybersecurity for the Clinician” Video Training Series - Health Sector Council ca5 559 G659, 1m 17s

feyberclinicianvideos!

7. Health Industry Cybersecurity — Sector Mapping and Risk Toolkit (SMART) - Health
Sector Council 577 633 63.51% 47s

femart -toolkits

8. Health.lndustry Cybersgcurlty _Pract:cn.as 2023 - Health Sector Council 510 540 63.33% 59s
‘health-industry-cybersacurity-practices-2023/

9. HSCC: Mn_eml:uers - Ci:lrjnmltted to Protecting Healthcare Data and Systems 503 465 63239, 1m 39
fargamzational -membears/

10. HSCC Cybersecurity Strategic Plan - Building a Resilient Healthcare System 488 516 75.58% 44s

feyber-strategic-plan/


https://healthsectorcouncil.org/
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All Visitors in Q2

https://HealthSectorCouncil.org

All Visitors

13K

0% compared to the previous 90 days
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Source: Analytics [


https://healthsectorcouncil.org/
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Health Sector Coordinating Council

Cybersecurity Working Group Search Traffic in Q2

https://HealthSectorCouncil.org

20,000

Total Impressions Total Clicks Unigue Visitors from Search Key Events
1.1M 2.5 1.6K 1.2K
T11.8% + 8.8% ™3.8% T14.7%

— |mpressions Previous period

30,000

10000 -



https://healthsectorcouncil.org/
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2026

Al Cyber Governance Framework Implementation Guide

Al Third Party Cyber Risk

Al Cybersecurity Glossary

2025

Medtech Model Cybersecurity Contract v2

A.l. Cybersecurity One-Pagers

Sector Mapping and Risk Toolkit

On the Edge: Cyber Health of Resource-Constrained

Cybersecurity Consultative Process Proposal

Recommendations for Government Policy and Programs

2024

Medical Product Manufacturer Cyber Incident Response Playbook

Executive Checklist for Incident Response

Medical Device and Health IT Joint Security Plan v2 (JSP2)

Health Industry Cybersecurity Strategic Plan

Coordinated Privacy Security Partnerships

2023

Health Industry Cybersecurity Information Sharing Best Practices

Health Industry Cybersecurity Matrix of InfoSharing Organizations

Coordinated Healthcare Incident Response Plan

Recommended Government Policy & Programs

Hospital Cyber Landscape Analysis (Joint HSCC/HHS)

Publications (37)
By the Sector for the Sector

. Prioritized Recognized Cybersecurity Practices

. Health Industry Cybersecurity Practices 2023 (Joint)

. Cybersecurity for Clinician Video Training Series

. Health Industry NIST CSF Implementation Guide (Joint)

. Managing Legacy Technology Security

. Artificial Intelligence Machine Learning

2022

. Operational Continuity-Cyber Incident Checklist

. MedTech Vulnerability Communications Toolkit

. Model Contract-Language for Medtech Cybersecurity

2021

. Securing Telehealth and Telemedicine

2020
. Supply Chain Risk Management

. Health Sector Return-to-Work Guidance

. Tactical Crisis Response

. Protection of Innovation Capital

. Checklist for Teleworking Surge During COVID-19
2019

. Workforce Guide

. Medical Device and Health IT Joint Security Plan

. Health Industry Cybersecurity Practices (Joint)

Link to publications
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Artificial Intelligence

COVID Return-to-Work

COVID Telework Surge Management
Cross Sector Engagement

Emerging Technology Risk

Exercises

Health Industry Cybersecurity Practices
Incident Response & Business Continuity
Information Sharing

. Intellectual Property Data Security

. International Engagement

.Hospital Landscape Analysis

. Medtech Joint Security Plan

. Medtech Legacy Cybersecurity

. Medtech Model Contract

. Medtech Updating and Patching

. Medtech Vulnerability Communications
. Metrics

. Minimum Controls Consideration

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

Task Groups 2018-2026

NIST Implementation/Risk Assessment
O.T. Manufacturing Cybersecurity
Outreach And Awareness

Policy

Post-Quantum Cryptography
Privacy-Security Coordination
Public Health

Regulatory Harmonization

Risk Assessment

Sector Mapping and Risk

Security Clearances
Segmentation And Isolation
Strategic Plan

Supply Chain Security

34. Tactical Crisis Response
35. Telemedicine Security

36.

Underserved Provider Cybersecurity

37.Workforce Development



%* Health Sector Coordinating Council . " mgm .
Cybersecurity Working Group Major ACtIVItleS In Q2

* All-Hands Across America — 9 hosts and 383 In-person and remote attendees;

* Classified government briefing for HSCC CWG Executive Committee on
Typhoon cyber campaign

* Two Publications - April Third Party Al Risk and June Al Governance

* Participated in June 24 Health-ISAC “Hobby Cybersecurity Exercise”

* Delivered (Executive Director, not counting other leadership) six presentations
to external stakeholder conferences and virtual events

 Added 4 new member organizations from 14 orientations


https://healthsectorcouncil.org/ai-cyber-thirdparty/
https://healthsectorcouncil.org/ai-cyber-governance/

X Health Sector Coordinating Council . . . .
% Cybersecurity Working Group PUbllcatlons Comlng In Q3

« Cybersecurity Board Governance — August-September

« Al Cyber Operations and Defense Playbook - August

Q3-Q4 Publications

« Al Secure by Design

» Hospital Cybersecurity Landscape Analysis
» Workforce Apprenticeship Starter Kit

« Cyber Updating and Patching

* Medtech Vulnerability Communications v.2
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HEALTH SECTOR COORDINATING COUNCIL
Cybersecurity Working Group

Greg Garcia Allison Burke
Executive Director Member Engagement Project Manager
Greg.Garcia@HealthSectorCouncil.org Allison.Burke@HealthSectorCouncil.org



mailto:Greg.Garcia@HealthSectorCouncil.org
mailto:Allison.Burke@HealthSectorCouncil.org
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