
 

 

Operation Vital Signs National Cybersecurity Exercise 

Summary Recap 

Conducted July 21-22, 2026, “Operation Vital Signs (OVS)” was the first national tabletop exercise designed 
specifically for the Healthcare and Public Health Sector. OVS was co-sponsored by the Health Sector 
Coordinating Council Cybersecurity Working Group and Health-Information Sharing and Analysis Center (ISAC) 
and facilitated by Booz Allen Hamilton.   The two-day virtual exercise was structured  to examine both 
enterprise-level and cross-sector response and recovery, including the potential effects of a widespread 
disruption on critical functions and patient safety. At the sector level, the exercise focused on collective 
impacts, coordination, shared resources, and the flow of information among health sector organizations, 
government agencies, associations, and other sector partners.  

The discussion-based scenario centered on disruption to trusted digital dependencies, identity infrastructure, 
and third-party services. Participants had the opportunity to customize impacts within their own environments if 
they desired. Participants worked through a realistic event affecting organizations across the healthcare 
ecosystem and considered how they would manage operational disruption, coordinate internally, communicate 
externally, obtain assistance, and transition into recovery under sustained pressure.  

Operation Vital Signs demonstrated the Healthcare and Public Health Sector’s strong commitment to collective 
preparedness. Attendance averaged over 500 participants across both days (eight total hours of exercise play) 
and reflected the breadth of the sector, including organizations with fewer than 100 employees as well as 
enterprises with more than 10,000 employees. That diversity brought together organizations with very different 
operating models, resource levels, geographic footprints, and roles across healthcare and public health. 

One of the clearest early takeaways is the value of bringing the sector together. Participants exchanged 
practical resources, trusted contacts, reporting pathways, government and association support options, and 
examples of how their organizations would sustain operations, communicate, request assistance, and recover 
during a widespread disruption. The exercise gave many participants greater visibility into the organizations, 
relationships, and resources that could support them during a real event. 

The exercise also reinforced that healthcare resilience extends well beyond IT. Participants connected the 
scenario to patient care, business continuity, clinical operations, communications, legal and regulatory 
decisions, supply chain, and leadership. The discussions allowed organizations to compare approaches, learn 
directly from peers, and identify ideas they could bring back to their own teams. 

Initial feedback has been strongly positive. Participants described the exercise as valuable, engaging, 
informative, and useful for internal planning, and many expressed interest in continued exercises and sector 
collaboration. Participants also noted the value of understanding how other organizations would respond and 
learning more about the resources and assistance available across the sector.  

Formal analysis of the surveys, polling, panel discussions, chat, and post-exercise feedback is still underway. 
That work will help the sector build on what is already working, strengthen the connections developed during 
the exercise, make available resources easier to identify and access, and identify practical opportunities to 
improve coordination and readiness. The results will inform a publicly released report that will be reviewed at 
the HSCC All Hands meeting in November 2026. 
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